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The purpose of this guide is to formally establish employee responsibilities regarding the use of City issued
equipment. This policy is intended to supplement city-wide policies regarding use of e-mail, computers, and Internet access already in effect.

Discussion

The City of Philadelphia and the Department of Human Services (DHS) are committed to providing the best possible resources for its employees to accomplish the agency’s mission. Goods purchased by the city for this purpose are defined as city property which represents a broad range of items (i.e. office furniture and equipment, vehicles, office supplies, etc.).

The Department requires its employees to be readily accessible and equips them with appropriate electronic equipment to accomplish their job duties. Electronic equipment assigned to employees provides an effective and efficient means for assuring enhance job performance.

“Electronic equipment” refers, but is not limited, to the following items:
-	Cellular telephones.
-	Laptop and notebook computers.
-	Digital cameras.
-	Blackberries.

Definitions

Loss:	Any act or failure to act whereby an employee misplaces DHS issued equipment or is unable to locate or account for it.

Abuse: Any act or failure to act whereby an employee causes or allows DHS issued equipment to be damaged or become inoperable.

Misuse: The use of DHS issued equipment for personal or non-work related reasons by the employee or by any other person. Allowing access to DHS issued equipment to any other person may provide access to confidential information contained on any program on the equipment and also constitutes a breach of confidentiality.

Policy

City-issued electronic equipment must be used conscientiously and is for business purposes only. Employees are expected to be responsible for city equipment issued to them and maintain it in proper working condition at all times.

Employees are responsible for ensuring and maintaining the confidentiality of any information contained in any program on the equipment. Employees are solely responsible for the safekeeping and appropriate use of the electronic equipment issued to them.
-	Electronic equipment issued to employees must be kept in a secure location when not in use.
-	Outside of the office, electronic equipment must be kept in the personal possession of employees and is for the sole use of those to whom it was issued.

Employees must report the theft or suspected theft of electronic equipment to the Logistics and Special Projects Administrative Specialist, their immediate supervisor, and the Police as soon as possible but not more than one business day later.  Employees are responsible for obtaining a copy of the Police Report and providing it to the Department staff that issued the equipment in order for a replacement to be authorized.

If electronic equipment is broken or lost, employees must report it to the Logistics and Special Projects
Administrative Specialist and their immediate supervisor as soon as possible but not more than one business day later. If employees subsequently find the lost equipment, they must notify the Logistics and Special Projects Administrative Specialist and their immediate supervisor as soon as possible but not more than one business day later.

The misuse, abuse, or loss of electronic equipment may result in the loss of privileges for further issuance, employee disciplinary action, and reimbursement to the City for charges not associated with City business or costs related to the repair or replacement of broken or lost electronic equipment. Each instance will be dealt with consistently and progressively on an occurrence by occurrence basis.

Employees who separate from the Department or transfer to another City Department are responsible for returning any City-issued electronic equipment to the Deputy IT Director on or before the last day they are required to report
to work. Failure to do so may result in employee discipline or legal action by the City to recover the equipment or its cost.



Call the Policy and Planning Help Line at 215-683-4108 if you have any questions regarding this policy.
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